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ABSTRACT: This project proposes a hybrid security system that combines Advanced Encryption Standard (AES), 

Rivest–Shamir–Adleman (RSA), and Least Significant Bit (LSB) steganography to improve the safety of digital data 

transfer. The approach provides two layers of protection — encryption for data confidentiality and steganography for 

message hiding. First, the original message is encrypted using the AES algorithm. Then, the AES encryption key is 

secured with the RSA algorithm to solve the key-sharing issue found in symmetric encryption systems. After that, both 

the encrypted message and encrypted key are hidden inside an image using the LSB method. At the receiver’s end, the 

hidden data is extracted, decrypted, and the original message is successfully recovered. The system ensures strong 

security, privacy, and invisibility of sensitive information, making it suitable for secure messaging, digital 

communication, and data protection applications. 
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I. INTRODUCTION 

 

In today’s digital era, information is transmitted instantly through the internet, social media, and various 

communication platforms. While this connectivity enables convenience and efficiency, it also exposes sensitive data to 

significant security risks, including hacking, data theft, unauthorized access, and cyberattacks. Protecting confidential 

information has therefore become a critical concern for individuals, organizations, and governments. Traditional 

security methods, such as encryption (cryptography), play a vital role in securing data by converting it into unreadable 

formats. However, encryption alone does not hide the existence of a message, which can alert attackers to valuable 

information being transmitted. Steganography, on the other hand, provides a complementary layer of security by 

concealing the presence of a message within ordinary media such as images, audio, or video files. By embedding secret 

data in a way that is imperceptible to the human eye or standard inspection tools, steganography ensures that the very 

existence of sensitive information remains hidden. This technique is widely applied in secure communication, digital 

watermarking, copyright protection, and data authentication. Despite its benefits, steganography alone cannot guarantee 

complete security, as it does not protect the content of the hidden data if discovered. 

 

To address these limitations, this project proposes a dual-layer security framework that integrates both cryptography 

and steganography. The original message is first encrypted using the Advanced Encryption Standard (AES), a widely 

trusted symmetric encryption algorithm known for its speed, robustness, and support for multiple key sizes. The AES 

key itself is then secured using RSA encryption, a public-key cryptosystem that ensures safe key exchange and prevents 

unauthorized decryption. Finally, both the encrypted message and the encrypted key are embedded into a digital image 

using the Least Significant Bit (LSB) steganography technique, producing a stego-image that conceals sensitive data. 

This combined approach provides multiple security advantages: the message content is protected through AES 

encryption, the key is safely transmitted via RSA, and the existence of the message is hidden using LSB steganography. 

As a result, the system offers strong confidentiality, integrity, and secure key management, making it highly effective 

for applications in cybersecurity, confidential communications, defense systems, and personal data protection. By 

leveraging both encryption and data hiding, the proposed method ensures that sensitive information remains secure, 

even in environments with high risks of interception or cyber threats. 
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II. LITERATURE SURVEY 

 

Research combining cryptography and steganography has evolved significantly to improve data security in digital 

communication. Harshal and Sonaje [1] proposed a dual-layer model using AES encryption with LSB embedding 

for hiding encrypted text within images. Their work achieved strong confidentiality and imperceptibility but was 

limited by key management challenges inherent to symmetric systems.The theoretical foundation for hybrid 

cryptography is supported by Menezes et al. [2], whose Handbook of Applied Cryptography established AES’s 

efficiency in bulk data encryption and RSA’s reliability for secure key exchange. This validates the integration of 

both algorithms in a single framework for balanced speed and key protection.Mondal and Primajaya [3] 

demonstrated the practical use of RSA for encrypting and decrypting text messages. Their study confirmed RSA ’s 

role in securing key transmission, making it ideal for protecting AES session keys and reducing symmetric key 

vulnerabilities. 

 

Johnson et al. [4] analyzed various steganographic methods, highlighting that LSB-based approaches, while 

visually imperceptible, are vulnerable to image manipulation and steganalysis. This reinforces the importance of 

combining steganography with cryptographic encryption to ensure message confidentiality even after 

extraction.Finally, Aggarwal and Kumar [5] presented an efficient web-based steganographic method using RSA 

encryption and dynamic LSB manipulation. Their JavaScript-based implementation enhances robustness and 

adaptability for modern web communication, supporting secure browser-level data exchange. 

 

The project stages are divided into two phases: Encryption and Embedding, and Extraction and Decryption. In the 

first phase, the user’s message is encrypted using AES for confidentiality, and the AES key is further protected 

using RSA to ensure secure key transfer. The encrypted data and key are then embedded into an image using LSB 

steganography, producing a visually identical stego-image for secure transmission. In the second phase, the 

receiver extracts the hidden data, decrypts the AES key using RSA, and retrieves the original message through 

AES decryption. This integrated dual-layer approach ensures both data confidentiality and concealment, providing 

a robust and efficient model for secure digital communication. 

 

III. METHODOLOGY 

 

Exemplar based Inpainting technique is used for inpainting of text regions, which takes structure synthesis and texture 

synthesis together. The inpainting is done in such a manner, that it fills the damaged region or holes in an image, with 

surrounding colour and texture. The algorithm is based on patch based filling procedure. First find target region using 

mask image and then find boundary of target region. For all the boundary points it defined patch and find the priority of 

these patches. It starts filling the target region from the highest priority patch by finding the best match patch. This 

procedure is repeated until entire target region is inpainted.  

 

The system automatically generates a stego-image without user intervention, embedding only the encrypted message 

and key regions for secure transmission.  

 

IV. EXPERIMENTAL RESULTS 

 

The proposed dual-encryption and steganography system was evaluated for security, efficiency, and data-hiding 

performance. Text messages were encrypted using AES, and the AES key was secured with RSA before embedding 

both into cover images via the LSB technique. The system automatically generated a mask to embed only encrypted 

regions without user intervention, preserving image quality. Encryption and embedding times were efficient, with AES 

and LSB processing fast and RSA key encryption slightly slower due to computational complexity. Decryption tests 

confirmed that only the correct private key could recover the original messages, ensuring integrity. Overall, the results 

demonstrate that the system provides secure, efficient, and imperceptible data transmission. 
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Fig. 1 Home page  

 

 
 

Fig. 2. RSA, AES KEYS GENERATED 

http://www.ijirset.com/


|www.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710| 

      Volume 14, Issue 10, October 2025 

      |DOI: 10.15680/IJIRSET.2025.1410073| 

IJIRSET©2025                                        |    An ISO 9001:2008 Certified Journal   |                                       20687 

 
 

Fig. 3. Download The Encoded Image 

 

 
 

Fig. 4. Upload The Encoded File 
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Fig. 5. Decoding The Text 

 

V. CONCLUSION  

 

This project presented a secure data transmission system that integrates AES encryption, RSA key protection, and LSB-

based steganography. The dual-encryption approach ensures that messages remain confidential, while RSA secures the 

AES key during transmission. Embedding encrypted data into images using the LSB method maintains high 

imperceptibility, as confirmed by PSNR and SSIM measurements. The system also automates the generation of masks 

to target only the necessary regions for data hiding, minimizing image distortion. Experimental results demonstrated 

that the methodology is both efficient and reliable, with successful recovery of original messages only by authorized 

users. Overall, the proposed system offers a robust, efficient, and secure solution for covert communication over 

untrusted channels. 
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